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It is mandatory for companies to protect themselves and
their products against cyber attacks
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New stars are born: The EU has issued new regulations!

Cyber Resilience Act
(CRA)

Regulation

Network and
Information Systems
Directive (NIS-2)
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Security of To be fulfilled by
»products with September 2026/
digital elements* December 2027
IT/OT Security for To be fulfilled by
JKRITIS, essential, Oct 18th, 2024
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EU Cyber Resilience Act

Horizontal Cybersecurity Requirements for Products with Digital Elements

Applicable to:
Products (software and/or hardware) that may have a data connection

to a device or network and are made available on the European market
in the course of a commercial activity

Consequences of non-conformance:
= No CE marking / prohibited to be sold inside EU
» Product warning by federal agency (e.g., BSI, ENISA)

= Penalty payments up to millions of €
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EU Cyber Resilience Act

Who is affected and how?

> Make products compliant @
with all CRA requirements BANR

- Main focus of the regulation

Manufacturers - No obligations

Wait for the NIS-2 part of the
presentation! ©

- Only compliant products r

> Own name/trademark or =3
- partly treated as Importers &
Manufacturer! Distributors
»
L
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Secure Product Lifecycle (Security by Design)
Requires Security Activities along the entire product life cycle — until end of operation!

Secure Design Penetration Tests Secure Configuration

@

Deployment /
Start-up

Implemen- Integration &
tation

Operation

19)

Tests

Requirements
Engineering

Threat Analysis & Code Reviews, Monitoring,
Risk Assessment Static Analysis, Security Testing Detection & Response
Continuous Development & Maintenance ®

Update Management
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Secure Product Lifecycle (Security by Design)
JNEToJo i e RVIIL IS IACyber Resilience Act requirementsfX(=11ely)

made available without known exploitable
vulnerabilities, with a secure by default
configuration and instructions to the user,
Declaration of Conformance, ...

Limit attack surfaces and Penetration Tests
impact of incidents, protection
from unauthorized access,
protect C/I/A, ...

design, development, and Technical Documentation exists

vulnerability handling processes
Requirements _ mnlemen- ntegration & | | Deployment/ S
SCIEEILGE |l effective and regular tests 38 Start-up
and reviews of the security

assessment of the cybersecurity risks
e Product shall have recording/monitoring

HEPT EEREni ] T e e ) Code Reviews, capabilities for relevant internal activity
applicable and implemented Static Analysis, Security Testing Narastinn X ale —

identify, remediate, and disclose
delay, accompanied by advisory messages <

vulnerabilities within defined
(within support period) Update Management

Continuous Development & Maintenance ®

support period using a Software
Bill of Materials (SBOM)

securely distribute security updates, without
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Deadlines & Conditions/for compliance
Every single product counts!

Product Type A
5200 0 5 R e
(0 é() é() é(') é(') é(')

Supplier Part

Compatible support period of
CRA-compliant supplier parts

ﬁa\, Support period

(o} (I) MinsSwyearsaBBcorresp. to
é expected time of use

°?) Sept. 11t 2026 Dec. 11th, 2027
OOV Comply with reporting obligations: | [ Full compliance with
: Spare Actively exploited vulnerability - CRA requirements
Substantial part Early warning to ENISA within 24h
modification
_ No compl. For all products on the market!
Full compliance required
required!
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How to Prepare for the Cyber Resilience Act?
Where to start?

Requirements
Engineering

Threat Analysis &
Risk Assessment

assessment of the cybersecurity risks
associated with the product indicating

how essential requirements are
applicable and implemented
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Operation

Monitoring,
Detection & Response

identify, remediate, and disclose
vulnerabilities within defined

support period using a Software
Bill of Materials (SBOM)
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How to Prepare for the Cyber Resilience Act?

Where to start:

Security is not a one-time thing: React rqon
Establish a Product Security Incident Response Team (PSIRT)! report rgl*r%
Know your risks! . informed <= >
: : decisions

Conduct Threat Analysis & Risk Assessment for your products! plans aﬂ

Conduct Cyber Resilience Assessments: =

what ——

when _'

|dentify status quo & define roadmaps for improving products &

engineering processes!

\

HEINZ NIXDORF INSTITUT ~ Fraunhofer
IEM

UNIVERSITAT PADERBORN

10 ‘ © Heinz Nixdorf Institut / Fraunhofer IEM



New stars are born: The EU has issued new regulations!

To be fulfilled by

September 2026/
December 2027
Network and IT/OT Security for To be fulfilled by
m Information Systems -KRITIS", essential, Oct-18th; 2024
Directive (NIS-2) and important entities Sometime in 20257
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Network and Information Systems Directive (NIS-2)

Who is affected?

— _ Operators of
= Digital Infrastructure: DNS providers e Critical
= Energy: Electricity Producers 2 Infrastructure
= Banking: Credit institutions g
» |CT service management (B2B): :

: ) Essential : .
Managed service providers Entities = Postal service providers
(examples) » Manufacturing: Manufacture of

Primarily large organizations L] Computer’ electronic and

optical products
* machinery and equipment

Medium-sized & large organizations

Obligation to register: BSl online htt

= Check affectedness and register in time!

=
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https://betroffenheitspruefung-nis-2.bsi.de/

Transposition into national law
Directive defines minimum requirements

Italy

Registration Dates:

= Until 17 January 2025:
Digital Providers

= Until 28 February 2025:
All other in- scope entities

Unknown

Full compliance due
~QOctober 2026

(As at 18.12.2024)

Wole= LI A ERIIECVCIC IR G > The local implementation laws must be taken into account!
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Core NIS-2 requirements (Article 21 & 23)

» Take technical, operational and organisational
measures to manage the security risks of IT used
for operations or the provision of services,
including at least:

policies on risk analysis and information
system security (ISMS)

incident handling

business continuity, such as backup
management and disaster recovery, and crisis
management;

supply chain security

[..]

Essential and important entities notify, without
undue delay, its CSIRT and possibly users of their
services of any incident that has a significant
impact on the provision of their services

Significant: (a) capable of causing severe
operational disruption or financial loss, (b) capable
of causing considerable material or non-material
damage

Within 24 hours: Early warning

Within 72 hours: Initial assessment of severity and
impact

Within 1 month: Final report

BSI-Grundschutz, ISO27001, IISIa%S ARV provide very good orientation
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Duties and liability of the management
Members of the Management bodies of essential and important entities...

m taken to comply with Article 21, BUErsSee its
and can be held by the entities of that Article.

... are fequired to felloWiraining'on'aregularbasis to gain sufficient knowledge and skills to identify risks and

assess cybersecurity risk-management practices

%g ... can be temporarily prohibited from exercising managerial functions (at chief executive officer or legal
representative level) [applies to essential entities only]

... can be held liable for breach of their duties to ensure compliance with this Directive
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How to Prepare for NIS-2?
What to do now:

Do you have to comply with NIS-2, and in which countries? Know if & g
. L how you are
Conduct a legal assessment! If affected, register in time! affected. {i=
Be prepared for a cyber security incident anyway! :(“gW_What =
o do in an
Train managers; do a GAP analysis; Setup an ISMS; setup and incident & .
practice a business continuity & recovery plan (cf. Article 21)! recover fast. Y

\
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How to Prepare for CRA & NIS-2?

L 0]
Cyber Resilience Act " <> =
0OAO aﬂ -
ANAA
Security of ,products with Establish Threat & Risk Sl
digital elements* i
d PSIRT Analysis Assessments
Network and Information A
Systems Directive (NIS-2)
{i= ©
m _ Clarify Business continuity &
IT/OT Security for ,KRITIS?, affectedness & recovery plan
essential, and important entities register (+ other parts of Art. 21)
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Contact

Dr. Matthias Meyer

Division Manager

Software Engineering & IT Security
Phone +49 5251 5465 -122
matthias.meyer@iem.fraunhofer.de

Fraunhofer IEM
Zukunftsmeile 1

33102 Paderborn
www.iem.fraunhofer.de
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